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ABSTRACT

Abstract: Industry 4.0, which is the fourth industrial revolution, includes the integration of digitized physical objects and key partners into digital ecosystems and production processes to improve industrial processes. Unfortunately, these systems have increasingly become vulnerable to cyber-attacks, and significant security risks exist in the supply chain. As a result, security awareness has become crucial to improve behavior and reinforce good security practices. To identify an effective security awareness strategy, semi-structured interviews were held with security experts in the industrial sector. The study recognized the components of security awareness strategy, including knowledge, motivation, communication, training, and evaluation. The findings emphasize the significance of the industrial culture when implementing security awareness, while the most significant challenges are the rapidly increasing digital threats and the managerial shortage of time and resources.
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Introduction
[bookmark: _Hlk134529037][bookmark: _Hlk134544448][bookmark: _Hlk134544457][bookmark: _Hlk134529011][bookmark: _Hlk134544464]The rapid acceleration of internet connectivity has led to increased automation for organizations, such as the Internet of Things (IoT) (Oscarson, 2019). The IoT has enabled the Industrial Internet of Things (IIoT), which improves industrial processes through interconnectivity and real-time control systems (Topping et al., 2021). This shift from traditional mechanical industrial methods to digitalization has been referred to as Industry 4.0 and led to new production and supply chain management methods (Pereira et al., 2017).
[bookmark: _Hlk134529057][bookmark: _Hlk134544646][bookmark: _Hlk134544655]However, digitalization has intensified digital threats (Oscarson, 2019), and daily reported hacker attacks on supply chains (Zave & Rexford, 2021; Topping et al., 2021). As industries increasingly connect to external networks, hackers gain access to critical processes on the supply chain (Pereira et al., 2017).
[bookmark: _Hlk134529079][bookmark: _Hlk134544746][bookmark: _Hlk134529092]Despite this threat, many organizations still do not prioritize security reinforcements and tend to focus on technical security solutions, even though humans are often the cause of security violations (Oscarson, 2019; Corallo et al., 2022; SANS, 2018;). Therefore, it is crucial to work on security awareness to protect industrial processes. This paper aims to identify the aspects of establishing an effective security awareness strategy applied to the industrial setting of Albania.

Theoretical Framework
	
[bookmark: _Hlk134544761][bookmark: _Hlk134529196]In recent years, the threat landscape for cyber-attacks has become increasingly sophisticated, and businesses need to prioritize their information security measures. (IFSEC Global 2022) Organizations often rely solely on technical solutions to safeguard their systems, without considering the human factor in cybersecurity. Hackers frequently use social engineering tactics to exploit human weaknesses and gain unauthorized access to networks and sensitive information (SANS 2018). To address this challenge, it is crucial for businesses to implement security awareness programs that educate employees on cybersecurity best practices and raise awareness of the risks posed by cyber threats. 
[bookmark: _Hlk134544771][bookmark: _Hlk134529272]Security awareness can be defined as the process of promoting a culture of security within an organization and encouraging employees to adopt safe security behaviors (Ali Zani, Norman & Abdul Ghani 2020). The goal is to create a security-conscious workforce that understands the importance of information security and takes proactive steps to protect against cyber threats.
[bookmark: _Hlk134544786][bookmark: _Hlk134529422][bookmark: _Hlk134544807]Effective security awareness programs may include training sessions, simulations of real-world cyber-attacks, regular communication and reminders of security policies and procedures, and incentives for good security practices (Légard 2020). By improving employee awareness of cybersecurity risks and promoting a culture of security within the organization, businesses can significantly reduce the risk of successful cyber-attacks. (Wilson & Hash 2003)
[bookmark: _Hlk134529102][bookmark: _Hlk134544820][bookmark: _Hlk134544828]Research has shown that there is a need for increased security awareness and strategies for industry 4.0 to prevent security breaches that can cause financial losses. (Corallo et al. 2022, Pereira, Barreto & Amaral 2017) Industrial control system (ICS) are used for critical societal functions like electricity, water supply and transportation. (Knapp & Langill 2015)
[bookmark: _Hlk134544839][bookmark: _Hlk134544851]Several studies have investigated how to build cybersecurity strategies, such as Legárd (2020), Ponsard & Grandclaudon (2020), Ryttare (2019), and Da viega (2018). However, standards for cybersecurity take time to be updated, and often do not provide advice on behavioral aspects of information security. Leaders’ role in ensuring good security awareness levels can affect the entire organization (Hwang, Wakefield, Sanghyun & Kim 2021).
[bookmark: _Hlk134529513]Security awareness review has resulted in the steps of knowledge, motivation, communication, learning/training, and evaluation (Oscarson 2019; Legárd 2020). 
[bookmark: _Hlk134529539][bookmark: _Hlk134529827][bookmark: _Hlk134544878][bookmark: _Hlk134529850]Different groups within an organization may have different knowledge needs regarding cybersecurity. (Oscarson 2019). Besides knowledge, it is important to understand the motivation that affects people's behavior, to change their awareness. People are more likely to be engaged and committed to security when they understand not only how to act but also why. (Oscarson 2019). According to Kuppusamy et al., 2019 the most widely used motivation theory in information security behavior studies is the Protection Motivation Theory (PMT). PMT proposes that people's behavior is influenced by two main factors: threat appraisal and coping appraisal. (Kuppusamy et al., 2019)
[bookmark: _Hlk134529875][bookmark: _Hlk134529901]Threat appraisal refers to individuals' perception of the severity of a potential threat. The more severe the perceived threat, the more motivated individuals are to protect themselves from it. Intrinsic and extrinsic rewards can also influence individuals' motivation to protect themselves. 
Coping appraisal, on the other hand, refers to the evaluation of individuals' ability to manage and handle the threat. If individuals believe that the recommended behavior will effectively reduce the threat and they have the skills and resources to implement it, they are more likely to comply with security policies and procedures. (Kuppusamy et al., 2019)

[bookmark: _Hlk134529926][bookmark: _Hlk134544889]Security policies are sometimes hidden or have very technical language (Oscarson 2019). Studies have shown that information security policies that are written in an easy and clear way are more effective in promoting compliance behavior among employees (Li et al., 2019; Legárd, 2020; Lundgren & McMakin, 2009; Oscarson, 2019). If policies are too technical or difficult to understand, employees may avoid security altogether, increasing the organization's vulnerability to cyber-attacks. A technical background may not always be sufficient to convey complex security concepts to employees who may have little or no technical expertise. As reported by SANS (2019), approximately 80% of security awareness professionals have a technical background but lack adequate communication skills.
[bookmark: _Hlk134544973]According to Lee (2022), dialogic internal communication can encourage employees' safety behaviors in the workplace. This can be achieved by engaging employees in two-way conversations to identify and address their concerns. (Men & Yue (2019), Tao, Lee, Sun, Li & He 2022)
[bookmark: _Hlk134529989][bookmark: _Hlk134544990][bookmark: _Hlk134530012]Providing practical exercises and real-life scenarios can also help employees understand the importance of security and how to act in a secure manner (Thomas 2014). Moreover, learning and training should not be a one-time event but rather an ongoing process to reinforce security awareness among employees and keep their knowledge up to date. 
[bookmark: _Hlk134530042][bookmark: _Hlk134545082][bookmark: _Hlk134545201][bookmark: _Hlk134545219]Oscarson (2019) emphasizes that measuring awareness activities is necessary to understand the impact of security awareness on employees' behavior. Measuring only knowledge may not provide an accurate representation of actual behavior, as highlighted by Fertig, Schütz, and Weber (2020). Therefore, organizations should develop customized metrics that align with their specific context and goals (Arabsorkhi & Ghaffari, 2018; Légard, 2020). Programs sometimes lack support from their operations and finance departments and the main reason why transformation fails is internal resistance (Reynolds 2020)
[bookmark: _Hlk134545230]Evaluating security awareness programs is essential to understand their effectiveness, and customized metrics should be developed to align with organizational goals. (Legárd, 2020; Oscarson, 2019)
[bookmark: _Hlk134530052]The literature review indicates a gab in security awareness strategy to increase security for industry 4.0.

[bookmark: _Hlk134530105]Research Method
[bookmark: _Hlk134530113][bookmark: _Hlk134530125][bookmark: _Hlk134545236]The use of interviews as a data collection technique allows for in-depth exploration of participants' perceptions and experiences (Myers, 2020). Semi-structured interviews allowed for a balance between a predetermined set of questions based on the theoretical framework (knowledge, motivation, communication, learning/training, and evaluation) and the ability to explore emerging themes or issues during the conversation.
Five experts were interviewed for their insights and experiences in both the information security fields. All experts were chosen based on their role as security responsible in the industry with knowledge and experience in the security building process.
[bookmark: _Hlk134545246][bookmark: _Hlk134545253]The data analysis process involved transcribing the recorded interviews and conducting a thematic analysis of the data (Spencer et al., 2014). Thematic analysis is a flexible method that can be used in a range of research contexts and allows for the identification of patterns and themes in the data (Braun & Clarke, 2021). The use of a thematic analysis in this study allowed for the identification of common themes across the participants' responses, which were organized into the five categories of the theoretical framework.

[bookmark: _Hlk134530177]Results 
In relation to digital threats, participants mentioned the rapid pace of digitalization, while emphasizing the ransomware attacks and encryption viruses. Legislation and security standards often lag the knowledge of hackers and cybercriminals. 
Expert 1: “There seems to be a perpetual lag in legislation and security standards, and it appears that hackers and criminals are consistently ahead in terms of their knowledge and skills. It's unclear why this is the case, but it's a concerning issue that needs to be addressed.”
[bookmark: _Hlk134545263]The findings support previous studies that digitalization has increased the level of digital threats (Oscarson, 2019) 
All of the participants highlighted the lack of security culture in industries.
Expert 5: “The industry is behind. Traditional companies that have been forced to enter digitalization to keep up with the market”.
Expert 4 “We are behind in the security aspects”.
Expert 2: “Industry workers are not out working with computer on a daily basis”
These results confirm that industrial security is very problematic since security has not been a priority for industrial control systems evolvement.
All security experts mentioned that security is still not prioritized. 
Expert 3 expressed that “changing people's bad security habits is challenging, especially if they consider those habits effective way of working. De-effectivizing their way of working leads to resistance.” 
On the other hand, Expert 4 noted that the biggest challenge is the existing noise in the organization. “It is not just the security department that is trying to communicate to employees, but also other departments such as HR, communication, economy, quality, and environment are competing for their attention.”
The results confirm that organizations need to prioritize security reinforcements.

Knowledge
[bookmark: _Hlk134530238]Concerning which knowledge needs to be taught to employees to become more security aware, all the informants agreed to work with knowledge in different levels. Four experts also mentioned sharing knowledge about security breaks. An example of these results are the following comments:
[bookmark: _Hlk134530215]Expert 1 and 2 mentioned the importance of having a baseline level of security measures in place, but also emphasized that “ there is a need for tailoring security efforts to the specific composition and level of knowledge of the staff group”. They stated that the security measures presented must be relevant and practical for the group being addressed. Drawing a parallel to physical safety, Expert 2 likened this approach to the way fire safety measures are implemented and suggested that security awareness efforts can take inspiration from this approach.
Expert 5 “we are not good at sharing our own mistakes”. “If we are going to get better in this I think that we need to be sector wise and share experiences and knowledge”. 
These results confirm what research is saying, that it is important for organizations to understand threats specific to a sector or organization.

[bookmark: _Hlk134530264]Motivation
Regarding aspects to motivate the employees to become more security aware, three of the informants highlighted the importance of making inclusive and interactive activities. 
Expert 2: “I think that the most important motivation is comprehending the reason behind what we are doing”.
Expert 3: "If there is a collaboration or interaction, people are more likely to remember and engage."
Expert 4: To promote people's engagement is more effective.
These results emphasize the importance of users recognizing the relevance of the subject to them.

Communication
When asked about who should lead the security awareness work, and what qualities are necessary for them to possess, four informants answered communication.
Expert 1: In my opinion, effective communication is the key to success in this area.
Expert 4 “I think that it is good if the awareness work is led by a central security function
Expert 5“It has a lot to do with communication abilities and conveying a message”. 
According to three interviewees, “it is essential to involve leaders in training activities”. This confirms that leaders have a crucial role in promoting security awareness in organizations, as their behavior and decisions can affect the entire organization.

Learning and training
Regarding how to learn and train information security knowledge, security experts mentioned different types of activities.
Examples are the following comments: 
“Attending training courses, workshops or seminars
Discussing security topics with colleagues or peers
Participating in security competitions or hackathons
Sharing knowledge or experiences in communities
E - Learning”

Evaluation
Concerning how to evaluate security awareness, few respondents mentioned techniques to evaluate knowledge or behavior. 
The results confirm that measuring awareness is neglected.
Examples are the following comments:
Expert 4: “The evaluation is a challenge and needs to be done among departments.” 
Expert 5: “I believe that incorporating discussions and understanding of how people work, and whether they are engaged in these topics and groups, should be integrated into daily work.”
The evaluation of security awareness should include measurements of knowledge and behavior, while only one respondent recommended assessing soft character traits.

Discussion and Implications
The research results have shown that one of the biggest digital threats for industries in Albania is the changing industrial processes and that the biggest security awareness challenge is the industrial culture.
The findings suggest that the rapid pace of digitalization poses a significant digital threat, while security measures are not keeping up with the same pace. It is crucial to involve leaders in the security awareness process, as they play a crucial role in influencing employees. However, some of the significant challenges faced by managers include a lack of time and resources, not seeing the value of security awareness, and psychological barriers. In terms of knowledge aspects, it is essential to teach information security knowledge at different levels and share it across organizational boundaries. Motivational aspects should also be considered, with interactive and context-specific activities being preferred. Experts suggested making learning and training activities interactive, enjoyable, and encouraging people to learn and share knowledge. 

It is also important that managers assess culture changes and evaluate security awareness, knowledge and behavior of employees.
The findings can be applicable to security awareness efforts in other nations, as aligning security awareness strategies with the organization's culture has a significant impact.
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